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Scope of this Talk

In the next few slides the audience learns
how to hunt for rootkits with Windbg

To get a good overview of the different ways
how rootkits hide itself from being
recognized several techniques from rootkits
like Runtime2, Rustock.B, Alipop, Stuxnet as
well as TDL3 and TDL4 are introduced

Of course the techniques used to detect a
special rootkit are not limited to the shown
cases. ;-)

Prerequisites are a good understanding
about Windows internals and basic Windbg
skills
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Finding SSDT hooks

The SSDT is a data array in kernel memory,
that stores pointers to the native API
functions of Windows, e.g. NtCreateFile

These functions are handled in NTOSKRNL

Older rootkits used to hook some distinctive
functions to hide its files or registry entries
when queried from usermode

Almost every run-of-the-mill antirootkit tool
is able to detect such hooks today
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Finding SSDT hooks

Viewing the SSDT manually

kd> hd5 poi{ntt*KeServiceDescriptorTable) L pui{nt!HESEruiceDE5cripturTahle+Bﬂ

8a561830
8050810834
8050610838
86568183c
806561040
30501044
80501048
8056184
8650810858
805810854
805061058
8858185c
805810868
80561064
3085081068
8058186¢C

368598493
80505606
805e8ech
80505698
05e8efe
8085eLoce
8050842
305e8F806
#85608atda
8858bBae
805eBa08
805e 80008
8085c9684
8085c963h
88o608acag
808533088

nt*NtAcceptlbonnectPort

nt*HtAccessCheck
nttNtAccessCheckAndAuditAlarm
nt*NtAccessCheckByType
nttHtAccessCheckByTypeAndAuditAlarm
nttHtAccessCheckByTypeResultList
nt*HtAccessCheckByTypeResultListAndAuditAlarm
ntt*HtAccessCheckByTypeResultListAndAuditAlarmByHandle
nt*NtAddAtom

nt*HtQueryBootOptions

nt*HtAdjustGroupsToken
nttHtAdjustPrivilegesToken
nt*HtAlertResumeThread

nt*HtAlertThread

nttHtAllocatelLocallyUniqueld
nt*HtAllocatelserPhysicalPages

Pointers to functions
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Finding Shadow SSDT hooks

The Shadow SSDT is another array and stores
pointers to functions in the Win32k.sys

To view its entries we first have to switch to
a GUI process context and reload the
symbols for the specific module

Iprocess 0 0 winlogon.exe
PROCESS 81ebf6f8 Sessionld:

.process /p 81ebf6f8

.reload
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Finding Shadow SSDT hooks

k>

dds poi{nttKeServiceDescriptorTableShadow+18) L poi{nt*KeServiceDescriptorTableShadow+18)

bfo9/600
bfo97604
bf997668
bfo9760c
bfo97610
bfo97614
bf997618
bf99761c
bf997620
bfo97624
bf997628
bf99762c

bEY34ffe
bfohba92
bf8bf295
bf93e718
bfoLBBag
bf935262
bf9o35307
bf839chb
bFou479da
bf933a%d
bfouifch
bf9de7ed

win32k*NtGdiabortDoc
win32k*HtGdinbortPath
win32k*NtGdiAddFontResourcel
win32k*HtGdinddRemoteFontToDC
win32k*NtGdifddFontHemResourceEx
wind2ktNtGdiRemovetiergeFont
win32k*NtGdinddRemotelMInstanceToDC
wind2ktNtEdinlphaBlend
wind2ktNtEdiAnglefrc
win32KktNtediAnyLinkedFonts
win32k*NtGdiFontIsLinked
win32k*NtGdiArcInternal

Pointers to functions
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Finding Shadow SSDT hooks

To find SSDT and Shadow SSDT hooks automatically we can
use a Windbg script from Lionel d'Hauenens of Laboskopia

kd> | 55> <{script\@Rinit cmd.wdbg

SysecLabs Windbg Script : Ok :)
{'al' for display all commands)
kd> al

*¢dicplay_all gdt
ttdisplay all idt
ttdisplay all msrs
ttdisplay current_gdt
*¢display current_idt
*tdizplay current_msrs
ttdisplay system call
tthide current_process
**cave_all reports
ttsearch_hidden process
*@check _msr_and printf name

$$><scriptidisplay_all_gdt.wdbg;
$3$><scripthdisplay_all_idt.wdbg;
$$»<scriptidisplay_all_nmsrs.uwdbg;
$$»<scriptidisplay_current_gdt.uwdbg;
4$><{scriptidisplay current_idt.wdbg;
$$><scriptidisplay_current_msrs.udbg;
$$><{scriptidisplay_system_call.wdbg;
$3><scriptihide_current_process._wdbg;
$$»<scriptisave_all_reports.udbg;
$$><scriptisearch_hidden_process.udbg;
$$><{scripticheck _msr_and_printf_name.wdbg;

*@display gqdt
t@display idt
t@display msrs

$$><scriptidisplay_gdt.wdbg;
$3$><scripthdisplay_idt.wdbg;
$3><scriptidisplay_msrs.wdbg;

$$»<scriptidisplay_thread_process_info.wdbg;
$4$><scriptiget_debug_mode.wdbg;
$$><{scriptiget_original ntcall.wdbg;
$$><scriptyget_original_win32kcall.wdbg;
$3$><scriptiget_system_version.wdbg;
$3><scriptihide_process.wdbg;
$$»<scriptiis_hidden_process.uwdbg;
$4><script\printf_state_name_of_ thread.wdbg;

*Bdisplay thread process _info
*Aget_debug mode

*@get original ntcall
*@get_original_win3dZ?kcall
tdget system version

fBhide process

*@is hidden_process
*@printf_state name of thread
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Runtime2 Rootkit - Finding SSDT/Shadow SSDT hooks with a
Windbg script

kd> |*tdisplay_system _call
[ p oy — ] T WinDbg Script command from Laboskopia Collection.

36363333363 E KK KWW

* Current Table = http:/’'www.laboskopia.com/download/SyseclL abs Windbg-Script.zip

I3 333636336 363636

ServiceDescriptor n”@

ServiceTable : nt*KiServiceTable (8085810838)
ParamTahleBase = nt*KiArgumentTable (885814al)
Humber0fServices : @g@aaptic

Args System call

apas nt*NtAcceptConnectPort (885984%9a)

aoes ntt*HtAccessCheck (805e5664)

aoee nt*HtAccessCheckAndfAuditAlarm (805e8ech)

51514 nt*HtAccessCheckByType (885e5698)

ga1a8 nt*HtAccessCheckByTypeAndAuditAlarm (885e8efe)

HOOK-> runtimeZ+@x24d8 (f7ubeid8) #iH#H#H Original -> nttHtDeleteValueKey (88619232)
[1] 4 nt¥HEDeviceToControlFiTe (8056d312)
0K nttHtDisplayString (8B6878aa)
] 4 nttHtDuplicateObject (885b21f8)
0K nttHtDuplicateToken (885e18ad)
0K nt*HtQueryBootOptions (80868h84e)
[HDDH—) runtime?+08x208a (f74beBBa) H#iHHH Original -> ntt*HtEnumerateKey {83619#12}]
13 nt¥HtEnumerateSystemEnvironmentUaluesEx (BO6GBLb310Y
HOOK-> runtimeZ+08x21ca {(f74belca) #iH Original -> ntt*HtEnumerateValueKey {836196?c}]
nL?Y mtendsecrion a‘fcad)
0K nt*HtFilterToken (885e1a52)
] 4 nt*NtFindAtom (80608a844)
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Rustock.B Rootkit — SYSENTER_EIP hook

The SYSENTER_EIP (MSR 0x176) usually points to
KiFastCallEntry to serve requests from the usermode
to access native functions in the SSDT

This pointer gets hooked by the Rustock.B rootkit

If Sysenter gets called Rustock checks in its own SDT
table if a function is hooked or not. Non hooked
native functions have a null pointer. Hooked
functions have a pointer to its own handler.

To avoid easy hook detections the Sysenter_EIP
address points to the same module (NTOSKRNL.EXE)
as KiFastCallEntry.

It overwrites a textstring ,,FATAL_UNHANDLED_HARD_ERROR"
with a 5 bytes jump to its real rootkit code.
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Rustock.B Rootkit — SYSENTER_EIP hook

kd> [rdmsr Bx176 |
msr[176] = B08006800 |BA6L97 41
kd> [faddress 886b974L1]
80hdsH88 - d81+74d80
Usage
[ImageHame

KernelSpacellsageImage
ntkrnlpa.exe |

kd> [dc 886b9741]

806bO 711
806bO7EA
806bO7 61
806b2771
806b2781
886b2791
8046b%7a
806b27b1

BL76FFeD
LES2L24E
41505 FLF
0B8afd4s
SFSL5349
4eddnaooan
252455 F
SELSLT A

hohhe7 O
80daads2
CFS3MLLT
180008400808
252443
SF534944
BafdS24F
4eSSh146

LESFLLLE
1cAfoang
LO1S601
S afaanan
Ad5S 45 as5%
L4EShhe O
2L000800
Ley9SFSL

SELLC2 T
Leddoaoo
Loh2h1ho
LeSFhe b
1cBafffa
Lo 1heS2
cogooaon
helhfheSf

0_PAGES_AUAILABL

.-.NDIS_INTERHNAL
5...P

AGE_FAULT_IN_NON

kd> ju_886b9701 L1]
nt?* HULL_IWMPORT_DESCRIPTOR_<PERF> {(nt+Ox1e?741):
806b9741 e9FF768576 [ jmp F6F108e45 |

kd> [u_f6F18eh5 Le|
FGF18e45 60
FGF10ehs 9c
fofF10elh7 Ofan push
fGf18e49 1e push
f6f18elha 6636Bb1dE3AcF1FG movw
F6F18e52 668ee3 mou
F6F10e55 66368b1dd34cF1Ff6 mov
fof108e5d o668edb mowv
FGF10e60 eBhafFFFfFf call
foF10es6S 1f pop
f6f18enbt Bfail pop
FoF18e68 od popfd
F6F18e69 61 LTEL
F6F1Be6a FF25234df1F6 jmp

pushad
pushfd
fs
ds
bx,word ptr ssI[BFGF1LCE3N]
fs,bx
bx,word ptr ss-[BF6F14CD30]
ds ,bx
faF18dar
ds
fs

dword ptr ds:-c[BF6F14D23h]
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Rustock.B Rootkit - SYSENTER_EIP hook

Another Laboskopia Windbg command shows us the
hook automatically

kd> |**display_current_nsts |
h--"""- Another Laboskopia Script Command

HUgERat R R
# Hodel-Specific Registers (MSRs) &
HUgERat R R

Processor 88

IA32_P5_HC_ADDR msr[ 0860800
IA32_P5_HC_TYPE

PS5 HE_ msr[ 0860861
IA32_MONITOR_FILTER LINE SIZE nsr[ 06006086

1A32_TIME_STAHP_COUNTER
IA32_PLATFORN_ID
1A32_APIC_BASE
HSR_EBC_HARD_POVERON
HSR_EBC_SOFT_POVERON
HSR_EBC_FREQUENCY ID
IA32_BIOS_UPDT_TRIG
IA32_BI0S SIGN_ID
1A32_HTRRCAP
IA32_SYSENTER_CS
1032 SYSENTER ESP

#nsr [ 0600010 0000124 F733F704
sk [ dagagat7
#nsr [ 0000018
sk [ G00a082A
st [ G00a0028
sk [ Go0age2C
sk [ G00A0870
#nsr [ B0000030
#nsr [ B0A0AOFE
#nsr [ 0000174
st [ B0A175

0000000 Fee 00900

0000654 0OOO0A0O
0000000" 00000508
0000000° 00000008
0000000° F8ac6000

IA32_SYSENTER_EIP

]
]
]
]
]
]
]
]
]
]
]
]
]
]
]

sk [ A00AA176
=» Qriginal

->% HOOK #<- 00000000 806b9741 nt* NULL IMPORT DESCRIPTOR <PERF> (nt+@x1e27M1) (BBGb97M)
: nt*KiFastCallEntry (8653c710)
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Rustock.B Rootkit — Finding hidden registry entries

To find the hidden registry entries Rustock uses to
survive a reboot, we walk the windows hive with the
~lreg" command and its parameters

A hive is a logical group of keys, subkeys, and values

in the registry that has a set of supporting files +
backup copies

Hives are stored as files on disk

Next to standard hives every user has his own hives
file
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Rustock.B Rootkit — Finding hidden registry entries

Table of standard hives and their supporting files

Registry hive
HKEY_CURREN

HKEY_CURREN

HKEY_LOCAL_

HKEY_LOCAL_

HKEY_LOCAL_

HKEY_LOCAL_

HKEY_USERS\.

Supporting files

System, System.alt, S

Ntuser.dat, Ntuser.dat

Sam, Sam.log, Sam.sa

Security, Security.log,

Software, Software.lo

System, System.alt, S

Default, Default.log, D
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Rustock.B Rootkit — Finding hidden registry entries

kd> *reg hivelist

e1ch95608
elaecdns
e1771978
e17d4ads
e177a758
e1737h60
e15eebid
el15eefed
e16086740
e160F758
[ 1
e1835h68
JZa008

e1cb95cH

b188a
16808
37808
10008
37008
befaaa
3aBoa
caoa
afan
daan
2apBaB

elaecBsd
e17719d8
e17d4b3s
e177a7bsg
e1737bch
e1425608
el5eeald
e16867a8
e168f7b8
e12d4ich
e18370600

e182d 868

kd>|!reg openkeys e1ﬂ35hﬁﬂ|

Index

Index

39a:

9193bdfd
19Fb21c2
c14e9165
2ab275%2a
df479d2a
89d3de7bf
7hd6c2b
do1eBb19
SF2hd968
Bb7791de
86ebdeef
626e81fa
dfeBicec

3b4%4ccd

kcb=e1ad2368
kch=e1acfea8
kcb=e1bfcihu
kch=e1d%eeal
kcb=e1b73c28
kch=e1ac87e8
kcb=e1b5add@
kcb=e1bd22d8
kcb=e1ad@958
kcb=e1a%ed4f
kcb=e1722998
kch=e1acdea8
kcb=e1acBBeg

cell=A008dfbad
cell=0808db7 88
cell=00283848
cell=0002d028
cell=08226318
cell=A0276a38
cell=008276F208
cell=80618598
cell=008106480
cell=80616358
cell=0003fa28
cell=A0Baff18
cell=B0B81a8ed

f=002000M1
f=00200082
f=00200008
f=002000080
f=-00208008008
f=00200000
f=082000088
f=00200008
f=00200004
f=00200001
f=00200004
f=0820000Y4
f=00208008008

FileHame

gppooana
elaecilh
gppaaoaaa
e17dyc1y
gppooana
e1737c9c
e15eebic
gppooaaa
appAAAAA
e168F894
e12d429c
e10835c9c
e182d144

e1ba7aoe
eibfbAan
e17f2080
e17ebdan
e17c7000
e178d800
e14110880
e14108080
el14Badng
el488000
e12d5880
e1@368008
e182e800

\MicrosoftiWindows\UsrClass.dat
nstellungenikarlchen\ntuser.dat
\Microsofti\Windows\UsrClass.dat
1lungen\LocalService\ntuser.dat
\MicrosoftiWindows\UsrClass.dat
ungen\HetworkService\ntuser.dat
enRoot\System32\ConfigySOFTUWARE
temRoot\System32\Config\DEFAULT
\SystemRoot\System32\Config\SAH
enRoot\Systen32\Config\SECURITY

GER>

AREGISTRYA\MACHINEASYSTEMACONTROLSETA01\SERUICES\PDRELI
\REGISTRYAMACHIMEA\SYSTEH\CONTROLSETAB1\SERUICES\NTLHSSP
SREGISTRYAHACHINEASYSTEMACONTROLSETO@1ASERVICESYSERVICEHODELSERVICE 3.0.8.8
\REGISTRY\MACHINEASYSTEH\CONTROLSET O81\CONTROL\DEVICECLASSES\{9EA331FA-B91B-45F8-9285-BD2BC77AH
SREGISTRYAHACHINENSYSTEHACONTROLSETBO1AENUMNROOTALEGACY_HGFS
\REGISTRY\MACHINEASYSTEM\CONTROLSET @01\CONTROLADEVICECLASSES\{ASDCBF10-6530-11D2-981F-00C B4FB9S
\REGISTRY\MACHINEASYSTEMACONTROLSETAB1AENUMAUSB\UID_BEGFEPID_00A3&MI_A8%6&29CBLB6EAEAAA0NLOGET
V\REGISTRYA\MACHINEASYSTEMACONTROLSETA01A\SERVICESA\USBCCGP\ENUN
\REGISTRY\MACHINEASYSTEM\CONTROLSETA01\SERVICES\WHDHMPHMSH
SREGISTRYAHACHINENSYSTEMACONTROLSET@81\CONTROLADEVICECLASSES\{65E8773E-8F56-11DB-A3BY-00ABCT22
V\REGISTRYA\MACHINEALSYSTENNCONTROLSETG01\CONTROL\LSAAKERBERDS

\REGISTRYA\MACHINEA\SYSTEM\CONTROLSET AB1\SERVICES\DHID
\REGISTRY\MACHINE\SYSTEMACONTROLSET@61\CONTROLADEVICECLASSESN{378DELLC-56EF-11D1-BCBC-BOABCY 146

kcb=e1bS5ect8 |cell=-0026c880] F=00200000 | \REGISTRY\MACHINENSYSTEMACONTROLSETO01A\SERVICESAPE3BG
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Rustock.B Rootkit — Finding hidden registry entries

kd>|!reg cellindex e1835b60 ﬂﬂ26c88ﬂ|

Map = e1837888 Type = 8 Table = 1 Block = 6c Offset = BE@
MapTable = e183a888
BlockAddress dc%ad@dn

[pcell: dcPad884 |

kd> |treg valuelist e1835b6@ dc2ad88y |

Dumping Valuelist of Key {pe38é> :
[Idx] [Valaddr] [ValueHame ]

dc7aef9c Type
dciaedbc start
dc?afd3c ErrorControl
| dc?adBdc__ ImagePath |
dcPad¥hc p1splayHame
dc?563ac Group
dc?cidac ExtParam

Use 'treg kvalue <{UalAddr>' to dump the value
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Rustock.B Rootkit — Finding the Hidden Registry Entry

kd> |treg kvalue dcPad8dc|

Signature: CH_KEY_VALUE_SIGHATURE {kv}
Hame : ImagePath {compressed}

Data 6c980 [cell index]|

Type

- 2
- 2

kd> |*req cellindex e1835b68 26c980

Map = e18370d8 Type = 8 Table = 1 Block = 6c Offset = 288
MapTable = g183afaag
BlockAddress = dc%adBdg

[pcell: dcPad9os

kd}ldc dcPad9ah |
dc?ad984 083f085c A85cAf3f B863ad043 G88570085c

dc?ad?14 0040049 A04F 0044 BA538057 88730085c

dc%ad?24 087306879 60650074 B86033806d 083aBa832

dc?ad?34 007a086c 08330078 002e0032 007900873

dc?ad94ly 00808086873 fFFFFFFfd2 B08b6GD76 BOO0AO002e

dc?ad95y  A8280d10 60000001 080730001 7873604h

dc?ad?64 L4e70616c A0656d61 BO770028 FFFFFFFA layMHame.
dc?ad9?74 0001686c A0282F38 elbSe2dB FFFFFFDA  1h. . B/(...e
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Rustock.B Rootkit — pIofCaliDriver Hook

Hooks at pIofCallDriver are often used to filter
special IRP requests to drivers

Rustock filters any attempt to directly communicate
with NTFS.SYS or FASTFAT.SYS. These files are
hidden, can't be copied, nor overwritten or renamed

kd>|[u poi{poi({iofcalldriver+2)}|

F6FOF89d 56 TE [ esi

FGFOF89e 57 push edi

FOoFaFr89+ 8hf9 mouv edi,ecx

f6fBf8a1 8b7708 mou esi,dword ptr [edi+8]
FGFof8as 3b3Sabidf1fb cnp esi,dword ptr ds:[OF6F14DABK]
f6fof8aa 7589 jne FOGFafrebs

fofBf8ac 52 push edx

F6FBf8ad 57 push edi

kd’
kd:

1n f6fBF80d

*address F6FBF39d]

address f6fBF89d[not found in any knouwn Kernel Address Range |---—-




e s
& W W, RECONSTRUCTER.ORG

Rustock.B Rootkit — IDT hooks

The Interrupt Descriptor Table (IDT) is a structure
which is used when dispatching interrupts

Interrupts can interrupt an execution of a program to
to handle an event

Interrupts could be a result of a hardware signal or
software based using the INT instruction

The IDT descriptor table can handle 256 entries

The descriptor to the table can be written with the
instruction LIDT and read with SIDT

Rustock hooks INT 2Eh, which is usually pointing to
KiSystemService, a Zw* functions dispatcher and

handler for usermode INT 2Eh calls on old hardware
not supporting fastcalls via the SYSENTER command
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Rustock.B Rootkit — INT 2Eh

Rustock hooks INT 2Eh to communicate between
usermode and kernelmode components

The ,,IDT" command shows us the pointer to the
handler. KiSystemService is ok, otherwise it's hooked
ka> [TTaE Ze]

Dumping IDT:

2e: 886b973c|nt?*_HULL_IWMPORT_DESCRIPTOR <PERF:> (nt+8x11e273c)

kd> |taddress 806b973c |
804d7 000 — OO1F7000
Usage KernelSpaceUsagelmage
ImageName [ntkrnlpa.exe |

kd>|u 8P86b%73c L1 |

nt*_ HULL_IMPORT_DESCRIPTOR <PERF> {nt+8x1e2¥3c):
806b973c e9d8768576 [imp F6F10e19 |
kd>|u f6F10e19 L10 |
fFof10e19 68 pushad

f6f18e1a 9c pushfd

f6f18e1b BfaB push

fof10e1d 1e push ds

fof10e1e 66368b1dE34cF1F6 mov bx,word ptr ss:[BFG6F14C83h]
foF18e26 668Beed mou fs,bhx

Fof10e29 66368b1dd34cF1fs6 mov bx,word ptr ss:[BFG6F14CD3h]
f6f10e31 668edb mou ds,bhx

FofF18edlh eB76FFFFFf call faf18daf

F6F108e3? 1f pop ds

fof10e3a Bfal pop =

fof18e3c popfd

f6f108e3d popad

Fof108ede FF257F4cFifob jmp dword ptr ds:[OF6F14C7Fh]
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Alipop Rootkit — GDT Callgate

A callgate is a mechanism in Intel x86 arch to change
privilege level of the CPU

The Alipop rootkit installs such a callgate to execute
code with the highest privilege (Ring 0) from
usermode (Ring 3) without the need to have a driver,
e.g. by calling DeviceIOControl

Callgate usage works by executing ™“call far ptr <addr>"
from usermode code

Installation of the callgate is done by the bootkit part
of Alipop

Other malware seen in the wild used
\Device\PhysicalMemory to install a callgate in the
GDT (works only on older windows versions)
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ALIPOP Rootkit — GDT Callgate

kdx|dg 0 3f0

Sel

Ba=e

Limit

Type

aoon
noog
ao1o
oo1s
anzn
nonza
aozo
noza
ao4n
nn4s
noso
nosa
noen
o0es
anzo
an7a
anan
nonga
anan
nonag
a0An
o0As
QoE0
noBEas
aoco
noca

03co
03Cs
0200
0=03

0o0ffdfla
goooaooan
goooaoan
gooooonn
agooaaoonn
goo4200n0
ff£df£000
goooaoan
goooo40n
agooaaoann
0549100
40549168
aoooz22£30
ooo0kba00nn
f£££7000
go400000
go400000
agoooaoaonn
agoooaoaonn
agooaaoonn
22548930
goooooon
goooaooan
goooaooan
goooaooan
goooaoan

ooooseons
ooooseons
gooosoons
ooooso0s

o000dbbb
fEffffff
fEffffff
il i
i i
aooo0zZoab
nooolfff
noooofff
OO00ffff
aooooonn
ngoooooes
goooones
noooffff
Q0003fff
00003 ff
OO00ffff
OO00ffff
aooooonn
aooooonn
aooooonn
aoooones
ooooooon
goooooan
goooooan
goooooan
goooooan

0o00f3cz8
0o00f£3do
ooo0f3de
0000f3=0

TS516 Busyvy
Code RE
Data RW
Code RE
Data RU
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Data RW
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Data RU
<Rezerved:
TS5532 Avl
TS5532 Avl
Data RW
Data RU
Data REUW
Code RE
Data EU
Data RU
<Reserwved:
<Rezerwved:
TSS532 Awl
<Re=zerwed >
{Rezerwved:
{Rezerwved:
{Rezerwved:
{Rezerwved:
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3
3
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3
3
1]
1]
1]
1]
1]
1]
1]
1]
1]
1]
1]
1]
1]
1]
1]
1]
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poooooaz
pooooosz
oooooo9s
pooooosez
ooooooaz
oooooooo
oooooooo
oooooossg
gooooooo
oooooooo
oooooooo
oooooooo
oooooooo

gooooooo
gooooooo
gooooooo
ooooooono
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g00003=8
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3 T O
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ALIPOP Rootkit — GDT Callgate

kd>[u 80000000+3£000 L2

8003f000 bbdbladfff ow ebx,DFFDFDADBh|
2003£005 c2 ret

lds>[u ffdf0adb L2E ]

ffdfl=db 2000000 enter 0.0

ffdfladf 310 HOT 2ax. 2ax

ffdf0a=l &0 pu=shad

ffdf0a=s2 8L5508 mowv ed=, dvord ptr [ebp+&]
ffdfl=a=5 bEOO704dE0 o bz, offset nt!_imp  VidInitialize <PERF: (nt+0=x0) (20447000}
ffdflasa 8bibic mow ecx, dword ptr [ebz+3Ch]
ffdfla=d 8becOb?8 o sbp. dword ptr [sbx+ecz+78h]
ffdf0=afl 01dd add ebp. ebx

ffdfoaf3 8b4dla mwow ecx,dword ptr [ebp+18h]
ffdfdafe ab7d20 mow =edi,dword ptr [sbp+20h]
ffdfl=£9 01df add edi, ebx

ffdfl=fb =331 jecx=E ffdf0b2e

ffdf0afd 8b37 mow e=zi,.dword ptr [=di]
ffdf0=aff 0lde add e=zi. ebx

ffdf0b0l af =Ccas dyord ptr e=s:[edi]
ffdfob02 52 push ed=

f£df0b03 ac lods byte ptr [e=i]

ffdf0b04 29=2 =ub =d=x. sax

ffdf0b06 clcal? ror ed=z. 7

ffdf0b09 85c0 test SaE, Bax

ffdf0b0b 75f6 ine f£df0b03

ffdf0b04 8542 test ed=. ed=x

ffdf0b0f 5a pop ed=

ffdf0bl0 =0eb loopne fidflafd

ffdf0bl2 751a ine ffdf0b2e

ffdf0bld4 £7d1 not SCE

ffdf0ble 83b5524 o =ed=. dword ptr [=bp+24h]
ffdf0bl9 034418 add ec®, dword ptr [sbp+18h]
ffdflblcs O0lda add edx. ebx

ffdflible &668b044a mowv ax.word ptr [edatecxz=*?]
ffdf0b22 8bidlc mow ec,dword ptr [=sbp+1Ch]
ffdf0b25 0149 add =c®, ebx

ffdfobz27? 031c81 Elalsl bz, dword ptr [Ece+eax*d]
ffdf0bZa 895c241c mowv dwvord ptr [esp+l1Ch].eb=x
ffdfibZe A1 popad

ffdf0b2f =9 leave

ffdf0b30 20400 ret 4

kd:| de ffdeb3D LSU
ffd boogo00 Scffdf0b 65005200

fidi0b40 69006?00 74007300 79007200 4d005c00
ffdi0b50 63006100 69006800 6500e6=00 53200500
ffdf0be0  46004£00 57005400 52004100 Sc004500
ffdf0b7?0 69004400 72006300 73006£00 &6O006£00
ffdf0b30 5007400 69005700 6400600 77006£00
fidi0b%0 5c007300 75004300 72007200 6e006500
ffdi0bal 56007400 72006500 69007300 6el0c6f00
ffdf0bb0 5200500 6=007500 06000000 =3000800
ffdf0bc0  71ffdf0b 00005100 32004300 S57005c00
ffdf0bdl 4e004900 4£004400 53005700 6100500
fidi0bed 6%9006c00 65002200 65007800 26000000
ffdi0bf0 £7002800 Scffdf0b 79005300 74007300
ffdf0=00 64006500 6£005200 74006£00 &61005=00
ffdf0cl0  69006c00 65002200 65007200 00000000
ffdf0c20 000328300 ££0000=c OOOOO0Off 4d00ci9a
ffdi0=30 03009052 04000000 ££000000 LE0OO0O0OEL
ffdi0=40 00000000 40000000 00000000 QOQOOQOOO
ffdf0=50 00000000 00000000 00000000 0O0O00000
ffdf0ce0 00000000 00000000 0000000 Q=000000

2

N R
[ R ) R
EEEmm s N=ED

sl e EODD -
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TDL3 Rootkit — ATAPI IRP hooks

The TDL3 rootkit usually infects the ATAPI driver
with a small loader for the real rootkit code in the PE
resource area of atapi.sys and changes the
entrypoint to its loader code

The real rootkit part is being stored encrypted on
disk sectors

The loader uses low level disk operations to read the
sectors, decrypts the mini TDL file system and starts
the real rootkit code

To hide and protect its sectors TDL3 uses IRP
hooking in ATAPI.SYS
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TDL3 Rootkit — ATAPI IRP hooks

kd> [*drvob{ ‘driveriatapi 2]

Driver object {82188878) is for:

“WDriverhatapi

DriverEntry: f84e75f7 atapitGsDriverEntry
DriverStartlo: fB84d97c6 atapitlIdePortStartlo
DriverUnload: f84e3284 atapitldePortUnload
AddDevice: f84e1388 atapitChannelfddDevice

Dispatch routines:
[B8] IRP_MJ_CREATE F84dh9F2 atapitPortPassThroughZerolUnusedBuffers+8x34
[81] IRP_MJ CREATE_HAMED PIPE F8L4dboF2 atapitPortPassThroughZerolUnusedBuffers+8x34
[02] IRP_HMJ_CLOSE F84db9F2 atapitPortPassThroughZerolUnusedBuffers+B8x34
[@63] IRP_HMJ_READ F84db9oF2 atapitPortPassThroughZerolUnusedBuffers+Bx3y
[64] IRP_HMJ WRITE F84dh9F2 atapitPortPassThroughZerolUnusedBuffers+8x34
[85] IRP_MJ_QUERY_INFORHATIODH F8L4dboF2 atapitPortPassThroughZerolUnusedBuffers+8x34
[@6] IRP_HMJ_SET_INFORMATION F84db9oF2 atapitPortPassThroughZerolUnusedBuffers+Bx3y
[67] IRP_MJ_ QUERY_EA F84dbh9F2 atapitPortPassThroughZerolUnusedBuffers+8x34
[08] IRP_MJ_SET_EA F84db9F2 atapitPortPassThroughZeroUnusedBuffers+8x3h
[02] IRP_MJ_FLUSH_BUFFER3 F84db9oF2 atapitPortPassThroughZerolUnusedBuffers+Bx3y
[Ba] IRP_MJ_ QUERY_VOLUME_IHFORMATION F84dbh9F2 atapitPortPassThroughZerolUnusedBuffers+8x34
[@6b] IRP_MJ_SET_UOLUHME_IWFORHMATIOHN F84db9F2 atapitPortPassThroughZeroUnusedBuffers+8x34
[B6c] IRP_MJ_DIRECTORY_CONTROL F84db9oF2 atapitPortPassThroughZerolUnusedBuffers+Bx3y
[Bd] IRP_MJ_FILE SYSTEM _CONTROL F84dbh9F2 atapitPortPassThroughZerolUnusedBuffers+8x34
[Be] IRP_HMJ DEUIEE CONTROL F84db9F2 atapitPortPassThroughZeroUnusedBuffers+8x34
[6Ff] IRP_MJ_ IHTERHHL DEVICE_CONTROL F84db9oF2 atapitPortPassThroughZerolUnusedBuffers+Bx3y
[18] IHP_MJ_SHUTDUWH F84dh9F2 atapitPortPassThroughZerolUnusedBuffers+8x34
[11] IRP_MJ_LOCK_COHNTROL F84db9F2 atapitPortPassThroughZeroUnusedBuffers+8x34
[12] IRP_HMJ BLEHNUP F84db9oF2 atapitPortPassThroughZerolUnusedBuffers+Bx3y
[13] IRP_HMJ_ CREATE_MAILSLOT F84dh9F2 atapitPortPassThroughZerolUnusedBuffers+8x34
[14] IHP_MJ_QUER?_SEBURIT? F84db9F2 atapitPortPassThroughZeroUnusedBuffers+8x34
[15] IRP_HMJ_SET_SECURITY F84db9oF2 atapitPortPassThroughZerolUnusedBuffers+Bx3y
[16] IRP_HMJ_ POUER F84dh9F2 atapitPortPassThroughZerolUnusedBuffers+8x34
[17] IRP_MJ_SYSTEW_COMTROL F84db9F2 atapitPortPassThroughZeroUnusedBuffers+8x34
[18] IRP_MJ_DEVICE_CHAHGE F84db9oF2 atapitPortPassThroughZerolUnusedBuffers+Bx34
[19] IRP_HMJ_ QUERY_QUOTA F84dh9F2 atapitPortPassThroughZerolUnusedBuffers+8x34
[1a] IRP_MJ_SET_QUOTA F84db9F2 atapitPortPassThroughZeroUnusedBuffers+8x34
[1b] IRP_HMJ_PHP F84db9oF2 atapitPortPassThroughZerolUnusedBuffers+Bx34

kd> |In f84db9f2

(f8udb9be) atapitPortPassThroughZerolUnusedBuffers+8x34]| | (f84dbabb) atapit*InitHwExtWithIdentify
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TDL3 Rootkit — ATAPI IRP hooks

kd>|u f84db9F2 L2

F84db9+2

F84db9+7 FfaBfcBanang

aliseddf

movu
im

eax ,dword
dword ptr

ptr ds:[FFDFB388h]
[eax+BFCh]

kd> Ju pol{poi(FfdfA3e8)+fc) L1A

81cSfedd
81cSfed?2
81cSfedl
81cSfedy
81cSfeda
81cSfedd
81cSfede
81cSfel
81cSfelo
81cSfel9
81cSfela
81cSfelb
81cSfeSH
81c5fes?2
81c5febt
81cSfeSy

LL

8bec
8b4aLBc
8bhhadas
83ecBc

L3

8b5868
a18883dfff
3b48 88

Lb

=T
baS482080088
FoL¥
8b4318
85cH

458

push
mov
mov
mov
sub
push
mov
mov
cmp
push
push
mov
jne
mov
test

je

ebp
ebp,esp
eax,dword
ecy,dword
esp,8Cch
ebhx

ebx ,dword
eax ,dword
ecy,dword
Bs5i

edi
edx,254h
81cSfea?
eax,dword
eax,eax
81cSfea?

ptr
ptr

[ebp+BCh]
[ebp+8]

ptr [eax+68h]
ptr ds:[FFDFA388h]
ptr [eax+8]

[ebx+18h]
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TDL3 Rootkit — Shared Memory structure (Kernel-/User mode)

To share information with its usermode components
TDL3 uses the structure KUSER_SHARED_ DATA

This structure is accessable from kernel at address
OxFFDFO0000 and is mapped to userspace at
Ox7ZFFEOQ00O

Kernel mode has read/write access to this structure,
usermode has only read access

At KUSER_SHARED_DATA+0308h (SystemCallPad)
TDL3 stores a pointer to an own structure

This structure stores a bunch of things like
kernelbase, original ATAPI IRPs, TDL3 FS start, path
to its config file ...
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TDL3 Rootkit — Shared Memory structure (Kernel-/User mode)

kd>| *kuser

_KUSER_SHARED_DATA at |FFdfBB008
TickCount: fageeanl = G000aY9A5 (G:08:11:-:16.893)
TimeZone Id: 1
ImageMumber Range: [14c .. 1hc]
Crypto Exponent: @
SystemBoot: ‘C:WWINDOWS*
kd> [dt _kuser_shared_data ffdfooae |
nt* HUSER_SHARED DATA
+89x0008 TickCountLow - Bxa?86
+8x8084 TickCountHultiplier :- B=xfadBfoan
+8x 888 InterruptTime _KSYSTEM_TIHE
+8x814 SystemTime _KSY¥STEM_TIHME
+0x 028 TimeZoneBias _KSYSTEM_TIHME
+8x82c ImageMumberLow Bx14c
+8x82e ImageMumberHigh Bx14c
+0x0830 HtiSystemRoot [2608] 8xiu3
+Bx238 HMaxStackTraceDept
+8x23c CryptoExponent
+0x248 TimeZoneld
+8x24Y4 Reserved2
+0x264 HEProductType
+B8x268 ProductTypelIsVUVal
+8x26c HtHajorUersion
+@x278 HtHMinorVersion
+8%274 ProcessorFeatures - [64] '
+0x2bh Reserved Ax7FFeffFFf
+@x2b8 Reseruved3d ox800000088
+8x2bc Timeslip a
+8x2c@ AlternativeArchitecture : A { StandardDesign
+Bx2c8 SystemExpirationDate z _LARGE_IHTEGER 8x8
+8x2dA SuiteMask = Bx118
+@x2d4 KdDebuggerEnabled :- 8x1 *°°
+8x2d5 HXSupportPolicy axz "
+0x2d8 ActiveConsoleld a
+8x2dc DismountCount a
+8x2ed ComPlusPackage BxFFFFFFFF
+@xZel LastSystemRITEventTickCount : 8x9d99b
+B8x2e8 NumherUFPhy51calPages = Bx1FfF7c
+0x2ec SafeBootHode = | "
+8x2Ff8@ TracelLogging a
+BX2F8 TestRetInstructlun I Bxc3
+8x388 SystemCall 8x7c91eb8b
+x38h SystemCallReturn Ax7c?1eb?2y
+0x308 SystemCallPad [3] O=FFFFFFFf B1cc8550 |
+8x3208 TickGCount _KSYSTEM_TIHE
+0x220 TickCountQuad a
+0x330 Cookie xS 763F1c1

a
HtProductWinHt )
1

0 ™
X

=8

TRIE-NIR TR TSI T T T IT

= o ko
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TDL3 Rootkit — Shared Memory structure (Kernel-/User mode)

81cc8568
81cc8578
81cc8580
B1cc8598
B1ccB85an
#1cc8SbAa
8#1cci85cA
81cceSdA
81cc85ed
81cc85FA
B1cci4608
B1ccHi618
B1ccH8628
#1cc#o638
81cciohB
81cc8658
81cc84668
Bicc84678
BiccH68A
81ccio698
81cc86a8
81cc846bB
B1ccBocA
81ccEo6dB
#1ccioeB
81cc846rA
81cc8708
B1cc8718
81ccH728
81ccH8738
81cc87LB
81cc8758
B1cc8768
81cc8778
81cc8788
81cc8798
B1ccB7an
B1cc87bA
81ccH87cA
81cc87da
B1ccB87ed
Bi1cc87FA
BiccE808

FFFFaooa
F¥SLACc A8
81cc8588
B13FFFEY
3I4342d63
63616662
goepooon
LS gspsysysls]
804F 32 0e
804F 32 0e
BO4FIZ Oe
BO4FI 2 0e
BO4FI 2 0e
804F320e
804F320e
82180878
s lsysRsNs)s P
B1cSc a0y
ageeozoa
goepooon
a8a93La7
LS gspsgsysls]
FB4dZ216cC
000000,
aeeea1z28
LS gspsysysls]
LS gspsgsysls]
LSy sRs sy |s]
[sLsTsysps sy ls]
goepooon
LS gspsgsysls]
LS gspsgsysls]
LSy sRs sy |s]
[sLsTsysps sy ls]
goepooon
LS gspsgsysls]
LS gsRsysysls]
aagr1a871
a865 0863
a865 0064
886920876
L] gspsgsysls]
LSy sRs sy |s]

kd> |dc 81cc8558 Lba
81ccH8550 RBIicScOodd) 8ahd7 o000

SISy sfsysys iy
LS ysgsqsysls]
81cc858A
65313164
382d3963
32313264
[sLsTsyslsgsgsks]
LS sysgsysysls]
FBA4dc572
804F 32 0e
BO4F3Z 0e
FB4dc592
BO4F32Z2 0e
fF84dcSbco
804F320e
82192afF8
88a934b8
ggpeneoa
B1cSc a8y
a00e0100
8088168
88a93L067
ggpeneoa
FBLA2OF8
[sLslsysls]sgs B
LS sysgsysysls]
LS ysgsqsysls]
ggpeneoa
LSl slsysysks]
[sLsTsyslsgsgsks]
LS ysgsqsysls]
LS ysgsqsysls]
ggpeneoa
LSl slsysysks]
[sLsTsyslsgsgsks]
LS ysgsqsysls]
a869 08876
aa5coaoa
a8490a85c
ae6Foaca
8865 8865
[l yslsysysls]
ggpeneoa

82158040
aaaeeezs
aaasa0061
[SLSRsIsgsqsgs)s]
38353766
2d623563
[sLsRsLsLs]sgs ks ]
[sLsRsLsLs]sgs ks ]
(SIS RS Isgsqsgs|s]
B8OL4FIZ2 0
B8OL4FIZ2 0
BOL4FIZ Oe
FBL4dB7bY
BOALFIZ Oe
F84e3164
fF84e3130
aaaeez o8
goaeai18a
88a934b9
[SLSRSTsTsNs g )s]
81cSczey
SIS RS Isgsqsds B
aaaeai6e
88a9340a7
(SIS RS ISTsYsgs 1s]
FBLHd2128
(SIS RS Isgsqsgs|s]
[SLSRsIsgsqsgs)s]
[SLSRSTsTsNs g )s]
SIS RS LsLsys g ks]
[sLsRsLsLs]sgs ks ]
[SLSRsIsgsqsgs)s]
[SLSRsIsgsqsgs)s]
[SLSRSTsTsNs g )s]
SIS RS LsLsys g ks]
[sLsRsLsLs]sgs ks ]
[SLSRsIsgsqsgs)s]
88650865
aa6500L,
a865 0064
aa740a72
G86eBa78
SRS Isgsqsysls]
[SLSRSTsTsNs g )s]

[R5 s Lsls]sgsls]
aoaeeae1
[R5 sIsgsqsysls]
B13FFFda
3633632d
37653634
[R5 s Lsls]sgsls]
[R5 s Lsls]sgsls]
FEL4dc572
8 0OLF3Z0e
8 0OLF3Z0e
BOLF3Z 0e
BOLF3Z Oe
BOLF3Z Oe
804F320e
81cS5fFed
SRS sIsgsysgsls]
RS slsgsystays]
aoaeeeoa
B0a934ba
[R5 s Lsls]sgsls]
FELA2168
[R5 sIsgsqsgs B
000008 F8
00a93407
[R5 s Lsls]sgsls]
SRS sIsgsysgsls]
[R5 sIsgsqsysls]
aoaeeeoa
[R5 s LsLsysysks]
[R5 s Lsls]sgsls]
[R5 sIsgsqsysls]
[R5 sIsgsqsysls]
aoaeeeoa
[R5 s LsLsysysks]
[R5 s Lsls]sgsls]
[R5 sIsgsqsysls]
Bo6eBa7 8
aag690876
ag498asSc
aagsc i
aa718671
g5 Rsfsgsysysls]
aoaeeeoa

--7.d11ef75B-Cc36
cC—44c9-BcSb-hGe7
bFfacd212

20 .. M--ZD--ED-
-20..20..20..20.
-20..20..20..20.
-20. ..M. . _.HM..20.
-20..20..20..20.
-20...M.d1H. .20.
200 .20.01H.1...




FRANK BOLDEWINS

‘ W WW. ﬂecomnoc'rﬁ-n ORG

TDL3 Rootkit — TDL mini FS (file system)

kd>|dc 81c5cAA0 180 |

81cS5cBdn
81ctcB1B
81cS5cBzZi
81c5cB3n
81cScBun
81cS5cBsa
81ctcB6l
81cScB7i
81cS5c B0
81cSci9n
81cScHaf
81cS5cBbi
81cScBch
81cS5cada
81cScied
81cScBfi
81cS5c1488
81ctc118
81cS5c128
81cS5c130
81cSc14i
81c5c15A
81ctc160
81cS5ci170
81cS5c180
81cSc190
81cSc1aid
81ctSc1bi
81cScich
81cS5c1da
81cSc1el
81cS5cifa

J34chyShy
fBa108000
fepoooaa
88000030
868610008
A8BBA38c
fBaaaoan
A845 080556
A84e 8049
8810008
Ba28 8884
ffBBBaA3
80p00Zec
A8460067
LELELETENELT S
883000639
fa43 8801
A861 0884
B8720063
A86fFB0a43
886F 8059
AB6cAAsD
AB7 8080869
aaahaoL9
828080849
886908072
faf46 8801
fB6908a873
882e8031
Aa388831
aeL-roo078
882e006d

dBBaaann
ffBaao1 0
i Lsssls] el egs)
ABBaaon0
geeooL a9
ABBaaaa0
A834838c
ae5-300652
A84f 8845
geps- 0001
ABBBvaa3
afoBBaaa7
ae-30001
A86c 059
A0BBaA2cy
64200834
BB6dBaaG
A0658A86d
A873006F
af788ar2
g0000A85e
8448865
869807 YL
A82F 0045
A86+ A0S0
88650076
BB6cABs D
BB6eBAGF
8836080832
AB2aaa030
8687000873
a8340038

AfBaaaan
g0aAAO1 8
dgp1000a
ffBaao00n
g00000L 3
AfBaaaan
aas6a000
a84f aaL9
ffBaao00n
Ba28088Y
AfBBaaaan
ffBaao00n
a872007s4
20490065
af3Baaaa
agpoaa3 A
ads61a8a870
ffBaao0n0n
B066006f
A8720806
801680854
A87380865
B06eBB6 T
aas-400641
a87 48072
gopoans2
AA568865
ffBaao0n0n
a83000638a
Ap7808028
885f 8032
A@38 003 A

ffdBaann
ffdeaa0n0n
ils1ss]s]s] oy
ffdBaan0n
888163e8
ffdBaann
Ansfens3
885 FoaLe
feefaibd
goe5 0001
fafa4aa0aY,
ffdBaan0n
8868859
fd66086e
Af2aaa3L
88160884 c
AA790886e
A869884d
a0Z00a7 Y
87480861
8846080801
A8728863
ffdeaa0n0n
8850081
844080820
ge2949a87s2
BB7 208865
802e 8835
8832082e
aa738a87s0
8874080872
A@33o083 A

Tt e e e 3 O
1

1...2.6.8.8...2.

1.8_8.
p-_

-{.x.p-s.
“S.p-2._

N

m..-.8.4.8.8.8_3.
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TDL3 Rootkit — Traces in the system worker threads

Drivers requiring delayed processing usually use a
work item, using IoQueueWorkItem with a pointer to
its callback routine

When a system worker thread processes the queued
item it gets removed and the callback gets invoked

System worker threads run in the system process
context (PID 4)

TDL3 rootkit is using work items as well

Whenever work items have been processed or other
system threads have been created this leaves traces
on the callstack

As TDL3 does not belong to any known module, the
process thread view informs us about this problem
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TDL3 Rootkit — Traces in the system worker threads

kd> ocess B B system
PROCESS [821c8830 | Sessionld: none Cid: @86y Peb: 00000000 ParentCid: 0808

DirBase: @BaF?868 ObjectTable: e1888cc® HandleCount: 251.
Image: System

kd>[_process /p BZ1c8830

Implicit process is now 821c8838

-cache forcedecodeuser done

kd> .reload

Connected to Windows XP 2688 x86 compatible target at (Mon Jan 17 17:687:48.941 2811 (GMT+1)), ptré4 FALSE
Loading Kernel Symbols

Loading User Symbols

Loading unloaded module list

kd> |tprocess 821c8838

PROCESS 8Z71c883@ Sessionld: none Cid: aaeu Peb: 8688PHAGB ParentCid: 8008
DirBase: @PaF9808 ObjectTable: e1808cc® HandleCount: 251.
Image: System
VadRoot 821c7298 Vads 4 Clone @ Private 3. Modified 1316. Locked 8.
DeviceHap e18684418
Token el18017e8
ElapsedTime 80:11:16.6893
UserTime A0:00:00.0800
KernelTime 80:88:28.234
QuotaPoolUsage[PagedPool] ]
QuotaPoolUsage[NonPagedPool] L]
Working Set Sizes (now,min,max) ({59, 8, 345) {(236KB, OKB, 1380KB)
PeakWorkingSetSize 518
VirtualsSize 1 Hb
PeakVirtualSize 2 Hb
PageFaultCount 4133
HemoryPriority BACKGROUND
BasePriority 8
CommitCharge 7

THREAD 821c6898 Cid 08684.0038 Teb: 80600000 Win32Thread: 6808088608 WAIT: (UserRequest) KernelMode Alertable
f8af1c68 HotificationEvent
IRP List:
820fbe30: (0006,0094) Flags: 000000608 Hdl: 828c5dd8
Mot impersonating
DeviceHap e1064418
owning Process a Image: <Unknoun>
Attached Process 821c8830 Image: Systen
Wait Start TickCount 31699 Ticks: 1571 {(08:00:600:24 _546)
Context Switch Count 233
UserTime d0:688:80.008
KernelTime d08:688:80.218
Start Address nttExplorkerThread (8x88533cdB)
Stack Init f8af2080 Current FBafi1bf8 Base f8afF2066 Limit fBaef@PB Call @
Priority 12 BasePriority 12 PriorityDecrement 8 DecrementCount 8
ChildEBP Retaddr
fBaF1c18 8858817a nt*KiSwapContext+8x2e (FPO: [Uses EBP] [8,8,4])
FBaF1c1c 804F9%be ntt*KiSwapThread+8x46 (FPO: [0,8,8])
+ -

WARHIHG: Frame IP not in any known module. Following frames may be wrong.
fB8aF1c?8 BOL4L18b [BxB1c5d28F
f8afF1dey [81c5F892 [nE¥fExALTocatePoolWithTag+8x168b (FPO: [3,18,0])

fBaF1d74 80533dd0 [Bx81c5FE92
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TDL4 Rootkit — Finding TDL4 with its invalid device object
oo BTSSR “Foner OSSN bevice

ObjectHeader: 8217caaf (old version)
HandleGount: 8 PointerGount: 3
Directory Object: e1341458 Hame: DRO
kd> [tdevstack 8217cabs |
tDevlbj tDrvlb] tDevExt ObjectName
8216%e88 ‘\Driver\PartHgr 8216%ech
> 8217cab®  \DriveriDisk 8217cb78  DRA
[nvalid type for DeviceObject B8z8216bd98
kd> |dt ntt* DEUICE OBJECT 8216bd98
+@x 888 Type a
+0x 002 Size 0x234
+8x084 ReferenceCount 1]
+0x 008 [Driverobject 0x8217d4c8| DRIVER_OBJECT
+BxB808c NextDevice 0x821448408 DEVICE_ODBJECT
+@x 818 Attachedbevice 8x8217cab8 _DEVICE_OBJECT
+02014 CurrentlIrp {null)
+@x018 Timer (null)
+0x81c Flags 8x5058
+Bx 828 Characteristics gx1080
+08x824 Upb {null})
+0x 0828 DeviceExtension 8x8216be50
+Bx082c DeviceType 7
+@x030 Stacksize 1
+8x 034 Queue __unnamed
+Bx85c AlignmentRequirement : 1
+02060 DeviceQueue _KDEVICE_QUEUE
+0x 074 Dpc _KDPC
+0x 894 ActiveThreadCount : @
+8x 098 Securitybescriptor : 8xel181e198
+Bx089c Devicelock : _KEVENT
+BxBac SectorSize :
+0@x0ae Sparei H
+0x08b@ DeviceObjectExtension : 8x8216bfd8 _DEVOBJ_EXTENSION
1

I BRI IR I I

+8x8b4 Reserved {(null)
kd> |dt nt?* DRIUVER_OBJECT 82 ?dhcs]
+@x 888 Type [}]
+0x 002 Size 168
+@x 884 Deviceldbject 8x8288e548 _DEUICE_OBJECT
+@x 888 Flags L]
+BxB88c DriverStart 8xfB4d2880
+0x 0818 DriverSize ax17480
+Bx 814 DriverSection 8x821d9c28
+Bx818 DriverExtension 8x8216¢c7f8 _DRIVER_EXTEHSIOH
+B@x81c DriverHame _UNICODE_STRING "\Driveriatapi”
+8x 824 HardwareDatabase 0x8066e9d8 _UNICODE_STRING "\REGISTRY\MACHINE\HARDUYARE\DESCRIPTION\SYSTEM"
+Bx 828 FastIoDispatch {(null)

+Bx82c DriverlInit OxF84e?5F7
+0x 08308 DriversStartlo BxFB4d97coH
+Bx 834 DriverUnload 8xfB4e32 84

long atapitGsDriverEntry+8
void atapitIdePortStartlo+a@
void atapitldePortUnload+@

+8x038 [MajorFunction [28] BxB1cc?

| long +FFEFFFFFB1CC2446

kd> [taddress BiccZhilib

8ofedonn - 91213888

Usage [HernelSpaceUsageHun

PagedPool |
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TDL4 Rootkit — ATAPI DriverStartIO hook

TDL4 rootkit hooks the ATAPI driver as well, but in a
lower level way than its precedessor

As more and more tools were easily able to dump its
files even from usermode via
IOCTL_SCSI_PASS_THROUGH_DIRECT calls directly
to the port device, TDL4 changed the hook method to
DriverStartiIO

This makes it harder to dump the TDL4 files
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TDL4 Rootkit — ATAPI DriverStartIO hook

kd> [*drvobi ‘drivervatapi 2|

Driver object (8216c7u48) is for:

\Driveriatapi

DriverEntry: fB4e?S5F7 atapitGsDriverEntry
[priverStartlo: 81cc2292?]

DriverUnload: Ff84e3284 atapitIdePortUnload
AddDevice: f84e13088 atapitChannelAddDevice

Dispatch routines:

[B0] IRP_MJ_CREATE FB4dc572 atapitIdeFortAlwaysStatusSuccessIrp
[61] IRP_MJ_CREATE_MHAMED_PIPE 804F3200 nttIoplnvalidbeviceRequest

[82] IRP_MJ_CLOSE F84dc572 atapitIdePortAlwaysStatusSuccessIrp
[83] IRP_HJ_READ 804132 0e ntt*lopInvalidbeviceRequest

[84] IRP_MJ_WRITE 804F320e ntt*lIopInvalidbeviceRequest

[85] IRP_MJ_QUERY_IHFORHATION 804F320e nttIoplnvalidbeviceRequest

[86] IRP_MJ_SET_IMFORMATION 804F3200 nttIoplnvalidbeviceRequest

[67] IRP_MJ_QUERY_ER 804F3200 nttIoplnvalidbeviceRequest

[88] IRP_MJ_SET_EA 804F320e ntt*lIopInvalidbeviceRequest

[99] IRP_MJ_FLUSH_BUFFERS 804F320e nt*IopInvalidbDeviceRequest

[B8a] IRP_MJ_QUERY_VOLUME_INFORMATION 804F3200 nttIoplnvalidbeviceRequest

[Bb] IRP_MJ_SET_UOLUME_ INFORHATION 804F3200 nttIoplnvalidbeviceRequest

[Bc] IRP_HJ_ DIREETDR? CONTROL 804F320e ntt*lIopInvalidbeviceRequest

[8d] IRP MJ FILE_ S?STEM CONTROL 804F320e nttIoplnvalidbeviceRequest

[Be] IRP_MJ_DEVICE_CONTROL f84dc592 atapitIdePortDispatchDeviceControl
[8f] IRP_MJ_IHTERHAL_DEVICE_CONTROL FB84d87DhY atapitIdeFortDispatch

[18] IRP_HJ_SHUTDOWH 804F320e nttlopInvalidDbeviceRequest

[11] IRP_H.J LOCK_CONTROL 884F320e ntt*IopInvalidDeviceRequest

[12] IRP_MJ_CLEAMHUP 804F3200 nttIoplnvalidbeviceRequest

[13] IRP_MJ_CREATE_MAILSLOT 88413200 nttIoplnvalidbeviceRequest

[14] IRP_HJ_QUERY_SECURITY 804F320e nttlopInvalidDbeviceRequest

[15] IRP_HJ SET SECURITY 884F320e ntt*IopInvalidDeviceRequest

[16] IRP_MJ_POWER f84dcEbe atapitIdeFortDispatchPower

[17] IRP_MJ_SYSTEM_CONTROL F84e3164 atapitIdePortDispatchSystenControl
[18] IRP_HMJ_DEUICE_CHAHGE 804F320e nt*lopInvalidDeviceRequest

[19] IRP_H.J QUERY QUOTA 884F3208e nttIopInvalidDeviceRequest

[1a] IRP_MJ_SET_QUOTA 804F32 00 nttIoplnvalidbeviceRequest

[1b] IRP_HJ_PHP f84ed138 atapitIdePortbispatchPnp
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TDL4 Rootkit - Finding the Kernel Callback with a Windbg script

Rootkits often use kernelcallbacks to get notified
when files are loaded, processes or threads are
created as well as Registry events occur.

TDLA4 installs a kernelcallback to inject its usermode
payload in distinctive windows processes

kdr $%:{=cript~callbacks. wdbg |

**%%% Create Proceszs Notifv Houtine Callbacks #%%%* (PspCreateProcessHotifvRoutine)
21542c14  £88bbbas vmdebug+lzlbas

*****|Iuad Inage Hotify Eoutine Callhacks|***** (PepLloadInageNotifyFoutine)
slablcdc [820d38eb| o http:/{www moonsols. com/wp-contentfuploads/downloads/2011/02/callbacks3 .t

*%x%%% Create Thread Notify Foutine Callbacks **%%% [PsplreatelhreadNotityloutine)

*%%%% Config Manager<Registry Callbacks ***#x (CnpCallBackVector-CallbackLi=stHead)

**%%% BugCheclkCalls Callbacks ***#% (KeBugCheclkCallbackListHead)
32025108 {83bcted HDIS!ndisBugcheclkHandler
A06df£48 806d57za hal |HalpBugCheckCallback

**%%% HugCheclkCalls Reason Callbacks ***** [({eBugCheckReaszonCallbackListHead)
f8befald {8bteacl mesmbios!SHBiosBugCheckiCal lbackFoutineSHEBios

febefatd £{8bb=a?8 mn=smbios!SHBiosBugCheckCallbackRoutineRegistry

f8befaad {8beeall mesmbios!SHBiosBugCheclCallbackRoutineadCPI

f32bl19=8 {82af3e? VIDEOPRT ! pVpBugcheckCallbacl

82018830 {82d000e USEPORT!USEPOET _BugCheckSaveData

82018670 f82cffee USBPORT!USEFORT BugCheckSavelog




*@ VW W. RECONSTRUCTER. ORG

i

TDL4 Rootkit — Dropper dumping after TDL4 infection (before
reboot)

kd> |*pool B81cci18eb

Pool page 81cci8eb region is Honpaged pool

: large page allocation, Tag is Nnne,[size is Gxf888 bytes
Pooltag Hone : call to ExAllocatePool

kd> [E —[17]ca 81ccHBpp _1f00e |

81ccBBdd “*This program cannot be run in D™

81ccS158  ""\\?‘\globalroot®s"

81cc5178  ""%s (x64)™

81ccS17c "tx (XGLH)T

81cc533c  “'version™

81ccS534c “'cfg.ini™

81ccS558e  "RtlImageDirectoryEntryToData™

81ccS55%ae ""RtlImageHtHeader®*

81cc55c2 “ExFreePoolWithTag™

81cc55d6  “"MmHMapLockedPagesSpecifyCache"™

81ccS568a “'HeDelayExecutionThread™

81cc5624 “"KeUnstackDetachProcess®

B1ccS563e CZuClose”

81ccS648 "ZulnmapUiewldfSection'™

81cc56668 “KelnsertQueueApc®

81ccS674 "“KelInitializenpc™

81cc5686 “'FsRtlAallocatePool*”

81cc56%9a *_snprintf™

81ccS6a6  ""ZwAllocateVirtualMemory'

81ccS6cB  “"ZuHMapViewdfSection™

B1ccS5odb "ZuCreateSection®

81ccS6e8  “"ZwlpenFile™

81ccS6f6  “RtlInitUnicodeString'

81ccS5708e " _snuwprintfFt

81cc571c  ""KeStackattachProcess'™

B81cc5734 “"HeSetEvent™

81ccS5742 "PsGetProcessImageFileHame™

B1cc575e “ZwidpenProcess®

81cc562h4  “"KelUnstackbDetachProcess®
81cc5c38  “‘mtoskrnl.exe’

81cc624b  ““"Invalid partition table™
81cc6H6262 "“Ervror loading operating system™
81cc6282 “"Missing operating system™
81cchH2aé6 |[“cfg.ini®”
81cco62ed |“bckfg.tmp™
81cc6386 |““cmd .dl11*"
81cc6326 |"1dr16""
81cc6346 |"1dr32*"
81ccH366 "ldrohtt
81ccH386 | “druvdl’”
81cco3dad |““cmdoh.dll*”
81cc?c18 "Fehler beim Laden des Betriebssy™
81ccic3d  “"stems™

81cc¥c36 "“Betriebssystem nicht vorhanden®
81cc7e2b “'Invalid partition table™

81cc7e43 “Ervor loading operating system'
81cc7es62 "Missing operating system'”

kd> [ .writemem C:wtdlh.bin E1ccO0D0 LT 000
Ww-iting FO688 bytes
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TDL4 Rootkit - Dumping injected user mode payload

kd> |*process B 1 iexplore.exe
PROCESS[81ccFB3@| Sessionld: @ Cid: 6268 Peb: 7ffdde@8 ParentCid: 8668

DirBase: B7a882c@ ObjectTable: elaafeb8 HandleCount: 286.

Image: IEXPLORE.EXE

Uads 140 Clone 8 Private 615. Wodified 27. Locked 8.
DeviceMap efalfbcg

Token ela26648

ElapsedTime 60:008:87.796

UserTime 86:00:00.0878

KernelTime 60:00:00.468
QuotaPoolUsage[PagedPool] 08436

QuotaPoollsage[NonPagedPool] LR72

Working Set Sizes (now,min,max) (2655, 5@, 345) (10620KB, 280KB, 1388KB)
PeakWorkingSetSize 2655

VirtualSize 58 b

Peaklirtualsize 66 Hb

PageFaultCount 4385

HemoryPriority BACKGROUND

BasePriority 8

CommitCharge 16851

kd>[.process /p 81ccfo3n]

Implicit process is now 81ccfe38

.cache forcedecodeuser done

kd>

Connected to Windows XP 2688 x86 compatible target at {(Tue Jan 18 18:13:15.131 2811 {GHT+1)), ptrés FALSE
Loading Kernel Symbols

kd> [tvad 81ef61d8

I:])] level start end comnit

820a6db8 ( 750 261 18 Private
81F86a50 ( 278 278 1 Private EXECUTE_READWRITE
g1e7db18 ( 288 28F 8 Mapped READWRITE
81F14470 ( 298 2a5 8 Mapped READONLY

81c70d98 ( 208 2ec 8 Mapped READONLY

kd> [dc_250=10688 198

00250000 0O9@5ahd 6OBOAAO3 GODOO004 OOBOFFFF
862506810 OO0BOGbS AABOAAAG GAPOOM4D BOBBABOA
80250020 QOOBOABG AOBOAAAG AAPOOROD BOABABOA
80250030 OOOBOABG AOBOAAAG GAPOOROD BOBOABFA
80250040 BebailfBe cdB9b4A8 4cB1bB21 685421cd
A0250858 7B207369 72676f72 63206061 6F6e6esd |is program canno
8025088680 656220874 6e757228 2086e6920 20534f4%4 |t be run in DOS
882500870 65646F6d BabdBdd?e AOBBBA2L BAAAGAOA
802500888 967bdd5e c515bet1a c515bcta c515bcia
08250890 c580c413 c515bc1b c596c413 c515bcte
8825008a8 c586c413 c515be1y c514bcta c515bc8d
082508b8 c548b3d9 c515bc1? c58Beedld c515bc18
8825008c@ c59fci13 c515be17 c584ch13 c515bcib
8025008d0 68636952 c515bci1a GOPOOROE0 BOBBABOA
802500ed OOOBOABG AOBOAAAE AAPOOROD BOBOABOA
0025060 0004550 AAB3614c 4cPb2130 BOBBABOA




‘ ww“ﬂ“ﬁwecons'rnw:-rﬁn oRrRG

TDL4 Rootkit - Finding inline hooks in user mode payload

kd> [fchkimg -d -v ntdll.d1l

Searching for module with expression: ntdll.dll

Will apply relocation fixups to file used for comparison
Will ignore HOP/LOCK errors

Will ignore patched instructions

Icumparisun image path: c:\Symbols\ntdll.d11\411896D4b78808\ntdll.d11

Ho range specified

Scanning section: -text
Size: 581582
Range to scan: 7c2118088-7c28b6fe
7c91deb6-7c91deba 5 bytes - ntdl1tZwProtectVirtualMemory
[ b8 89 00 00 00:e9 4F 21 14 85 ]
7c91ea32-7cP91eadd 5 bytes - ntdlltHtWriteVirtualMemory (+8xb7c)
[ b8 15 81 88 @0:e9 d3 15 15 85 ]
7c91eaec-7c91eaf@ 5 bytes - ntdl1tKilserExceptionDispatcher {+8xba)
[ 8b 4c 24 B4 8b:e? 1b 15 13 85 ]
Total bytes compared: 225280{h44%)
Humber of errors: 15
15 errors : ntdll.dll (7c9?1deb6-7cP1eafd)
kd> [*chkimg -d -v mswsock.d1l]
Searching for module with expression: mswsock.dll
Will apply relocation fixups to file used for comparison
Will ignore HOP/LOCK errors
Will ignore patched instructions
Image specific ignores will be applied
[Comparison image path: c:\Symbolsimswsock . d11\A4110972440000\mswsock . d11]
Ho range specified

Scanning section: .text

Size: 168788

Range to scan: 719b1888-719da354

719b4B5F-719b4B63 5 bytes - mswsock!WSPCloseSocket
[ 62 44 68 dB 41:e9 aB bf Be 98 ]

719b4342-719b43406 5 bytes - mswsock!WSPRecw (+8x2ed)
[ 6a 44 68 bB 44:e9 c5 bc Bc 98 ]

719b5847-719b584b 5 bytes - mswsock!WSPSend (+8x1585)
[ 6a 48 68 8@ 59:e9 cB a7 6d 98 ]

Total bytes compared: 168788(100%)

Humber of errors: 15

Scanning section: SANOHTCP

Size: 48B4SH

Range to scan: 7192dbBBf-719eb6dla

Total bytes compared: 8(6%)

Humber of errors: 8

1% errors : mswsock.dll (719buB5F-F19b584b)
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Stuxnet Rootkit — IoRehisterFsRegistrationChange

Stuxnet mrxnet.sys driver adds a new device object
and attaches to the device chain with the objecttype
\FileSystem (fastfat, ntfs, cdfs)

A filesystem registration callback makes it possible to
attach to the device chain for each devobj managed by
these drvobjs

This makes it possible to control and intercept IRP
requests
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Stuxnet Rootkit — IoRegisterFsRegistrationChange

|kd> SHr<=cript™~iocallbacks. wdbg

[*]|nt!IDpFSHDtifyChangeQueueHeaﬂ|

{(Driver Info) =eI100febc f849487VElsr!|SrFsHotification
{Driver Info) elbdie=d f?SaEgecumrxnet+ngec

[=] nt|IDpNDt1f?5hutdnanueueHead'

(Device Info)

(Device Info)

(Device Info)

(Device Info)

-':—\-‘-BEVELCE %ng‘:' http:/feww moonsols_ com/wp-
1—1:D:§§§: Iﬁf; contentfuploads/downloads/2011/03/loCallbacks bt
(Device Info)

(Device Info)

(Device Info)

(Device Info)

(Device Info)

(Device Info)

(Device Info)

(Device Info)

(Device Info)

[#] nt!IopCZdRomFileSy=temn(ueusHead
(Device Info)
(Device Info)
(Device Info)
(Device Info)
(Device Info)

[#] nt!IopDi=kFileSv=ten(ususeHead
(Device Info)
(Device Info)
(Device Info)
(Device Info)

[#] nt!IopTapeFileSystenlususHead
(Device Info)

[#] nt!IopHetworkFileSv=temQususeHead
(Device Info)
(Device Info)
(Device Info)

[#] nt!PnpProfileHotifvlLi=t
=2100fcds 80601026 nt ! WniplDockUndockEventCallbaclk
el2f548c f87albcab 1804Z2prt!I8xProfileNotificationCallback
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Questions?

Thanks for good discussions and ideas

Michael Hale Ligh
EP_XOFF
Cr4sh
Matthieu Suiche




